
IncaMail  

Confidential and  
verifiable e-mailing. 

Powered by 



    

    

   

    

Communicate easily and securely. 
With IncaMail from the Swiss Post. 

Confidential and verifiable. 
IncaMail is the user-friendly service of the Swiss Post  
for the secure and verifiable sending of confidential  
e-mails.  

IncaMail is an easy, flexible and inexpensive way to  
e-mail – and it’s just as secure and verifiable as a  
registered letter. 

Whether you are sending sensitive business informa­
tion, invoices, terminations or correspondence with 
government agencies, the patented SAFE technology*  
will ensure that you reach your communication part­
ner directly and immediately. 

The challenges of  
modern communication: 

- Unprotected e-mails  
E-mails can be very easily viewed, changed or  
intercepted on the Internet by third parties.  

 
-  High communication costs   

Increasing cost pressure demands alternatives   
to physical communication. 

 
- Slow delivery  

Increasing time pressure leads to the search for  
ever faster communication channels.  

 
- High investment hurdles  

Time, money and resources for supplementing  
the established communication channels are  
lacking. 

- Growing customer needs  
Your customers want to communicate quickly  
and with the familiar ease of e-mail. 
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 - Secure e-mail communication  
IncaMail allows absolutely confidential and   
verifiable sending of e-mails.  

 -  Save time and money  
IncaMail helps you communicate more quickly  
and at lower expense while also saving on   
process costs.  

 - Immediate usability  
IncaMail can be quickly and easily integrated  
into your infrastructure.  

 - Worldwide deliverability  
You can reach anyone in the world via existing  
e-mail addresses.  

 
-  High customer satisfaction  

Your customers can also communicate confi
dentially and verifiably via e-mail. 

     

  

   

 - Simple handling  
Use IncaMail easily and conveniently from your  
usual e-mail client. 

 
 - Seamless integration  

Integrate IncaMail into your existing infrastructure  
or business software.  

 -  Patented SAFE technology*  
Your customers receive confidential e-mails   
directly in their e-mail inbox. 

 - Flexible implementation  
IncaMail can be used via the Web or as a service  
directly from your infrastructure.  

 -  Recognised by the Swiss Confederation  
The Federal Department of Finance recognises  
IncaMail as its official platform for the secure  
delivery of emails. 

*Patented Secure Attached File Encryption technology 

   

   

  

 Register now at 
www.post.ch/incamail. 

Convenient, flexible, inexpensive. 
And as secure as a registered letter. 

«It is essential for us that data reach the correct recipient   
securely, quickly and confidentially. We can rely on such factors   
with IncaMail.» 
Tobias Christen, CTO, DSwiss AG 

IncaMail offers you a number  
of advantages: 

­

Profit from the  
following features: 
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Would you like 
to learn more? 
Contact us online at 
www.post.ch/incamail. 

Sender Confidential or registered Recipient 
Via webmail, Via SAFE technology, 

e-mail client or business software e-mail client or business software 
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Send e-mails confidentially and verifiably. 
Your message is guaranteed to arrive with IncaMail. 

With IncaMail, you have a solution for easily engaging  
in confidential communication. The recipient needs 
only an e-mail address. 

E-mailing with IncaMail is easy  

The sender sends his message via the Web application,  
e-mail client or business software. The message is securely 
transmitted to IncaMail via an encrypted connection. 

First-time registration   
During the initial registration, both the e-mail address 
and the physical address of the user are verified by 
sending an activation code. In this way, we confirm 
the identity of the person using the e-mail address. 

If the recipient has integrated IncaMail into his e-mail 
client or business software, the e-mail is automatically 
delivered via a secure connection. 

All other recipients receive the e-mail as an encrypted   
attachment directly in their inbox and can open this by  
double-clicking and entering a password (patented SAFE  
technology). 

IncaMail offers you the security 
that you need. 

With IncaMail, the Swiss Post offers you the security 

that you need. The four letters INCA stand for the 

four security features of IncaMail:
 

  I   for Integrity:
 
The messages remain unaltered. IncaMail ensures
  
that your data is not changed during transport.
 

  N   for Non-repudiability:
   
Sending and receipt are verifiable. The pick-up of
  
messages is ensured and documented with IncaMail.
With Swiss Post Registered, you also receive verifica-


 



The sender receives a confirmation of pick-up, and in the 
case of the Swiss Post Registered option, the sender receives 
an acknowledgement of transmission and receipt in the 
form of a signed PDF. 

tion as a digitally signed acknowledgement with
   
officially recognized time stamp.
 

  C   for Confidentiality:
   
The data cannot be viewed by third parties. IncaMail 

transmits all data via an encrypted connection.
 

  A   for Authentication:
   
The users are securely identified by indication of
  
their e-mail address as well as physical address duri
ng the initial registration and by entry of the corre
sponding activation codes.
 

­
­
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Contact us as a 
business software 
developer to learn 
more about integra­
ting IncaMail into 
your software – at 
www.post.ch/incamail. 

Use IncaMail however you like. 
Via Webmail, service, gateway or software. 

Simple and flexible integration.  
Regardless of whether you send e-mails via Webmail, 
from your e-mail client or your existing business  
software, IncaMail can be easily integrated into your  
familiar environment. 

Webmail 
IncaMail can be used directly via Webmail for sending 
and receiving e-mails – no matter where you are.  
Receipt takes place via the patented SAFE technology 
(Secure Attached File Encryption). The actual confi
dential message is integrated into a normal e-mail  
as an encrypted attachment. The advantages here is 
that you will always find the e-mail right in your inbox  
and the message is not temporarily stored on the  
IncaMail server. 

­

Service 
Use IncaMail from your existing e-mail client via the 
IncaMail service and IncaMail add-in (e.g. Microsoft 
Outlook or Lotus Notes). The e-mail infrastructure  
connects securely to IncaMail (TLS). Confidential  
e-mails are sent to IncaMail over the secure connection  
and normal e-mails continue to travel directly over 
the Internet. 

Gateway 
The IncaMail gateway can be integrated directly into  
the mail infrastructure of your company and operated  
from there. Confidential e-mails to other gateway 

users are then exchanged directly, plus the gateway 
constantly ensures the connection to the IncaMail 
server. The gateway technology also offers the capa­
bility of digitally signing e-mails with user certificates. 
The interface for SwissSign certificates is fully auto­
mated. The IncaMail gateway will be available as of 
mid-2011. 

Software 
Thanks to the IncaMail business software interface, 
you can send and receive confidential e-mails and 
Swiss Post Registered directly from your existing busi­
ness software. The following providers have already 
integrated IncaMail into their software or are in the 
process of realizing such integration: 

- Abacus: Sending of wage statements 
- Soreco: Sending of wage statements 
- Abraxas Juris: Sending of court submissions 
- Delta Logic: Sending of court submissions 
- SEPPmail: Sending of Swiss Post/eGov Registered 
- Totemo: Sending of Swiss Post/eGov Registered 
- Canon:   Sending directly from multifunction  

printers/fax machines 
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Learn about the 
advantages IncaMail 
can offer your and 
your company at 
www.post.ch/incamail. 

«Thanks to IncaMail, we can electronically  
send important documents confidentially  
and verifiably. With a partner that our   
customers trust.» 
Claudio Hintermann, CEO, ABACUS Research AG 

Work more simply and efficiently. 
Individual solutions for your industry. 

Regardless of your industry, IncaMail can be fully integrated into your existing 
processes and will help you make these processes simpler and more efficient. 

Would you like to communicate with customers,   
suppliers and business partners quickly and easily by  
e-mail without sacrificing security and confidentiality?  
Then IncaMail is the right solution for you. With   
IncaMail, you can communicate as quickly and easily 
as by e-mail and as securely, confidentially and   
verifiably as by physical mail. Plus, IncaMail can be  
simply and flexibly integrated into your existing   
infrastructure. 

Government 
With IncaMail, government agencies can communi­
cate quickly and easily with citizens, companies and 
other agencies. For example, IncaMail can be used in 
court communication as a secure transmission plat­
form for satisfying the requirements of the Document 
Delivery Ordinance, or a government agency can use 
IncaMail for secure electronic communication with its 
customers. Information and court decisions arrive 
securely at the right recipient with IncaMail. 

Finance 
Financial institutes can also profit from fast and con­
fidential communication with their customers and 
partners via IncaMail. Easily send account balances 
and invoices via e-mail directly from your existing 
business software. Comply with the preference of 
your customers for e-mail as a simple yet secure form 
of communication. And use the standard e-mail   
format for direct communication with partners and 
government agencies. 

Insurance 
Insurance companies use IncaMail to reach their   
customers and partners quickly, easily and with abso
lute confidentiality. Thanks to the patented SAFE 
technology, no intermediate storage of the message 
on IncaMail servers is required. The message is sent 
quickly and without complications, even without an 
additional password or PIN. IncaMail can also be  
integrated easily into your exiting infrastructure –  
and the initial costs are low thanks to the service  
architecture. 

­

Healthcare 
Speed and confidentiality are important factors in 
healthcare. With IncaMail, doctors, clinics and other 
health institutions can communicate as quickly, secu­
rely and verifiably as by physical mail. For example, 
you can send patient data securely and verifiably to 
the recipient of your choice. Communicate easily and 
confidentially directly from your e-mail client. And 
send secure e-mails to any e-mail address, worldwide. 
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Prezzi sempre 
aggiornati sul sito 
www.post.ch/incamail. 

You decide how you wish to use IncaMail. 
Adapted to your individual needs. 

Decide for yourself how you would like to use IncaMail: With individual payments, an annual 
subscription or based on an individual offer created just for you. 

As a single user, small business or enterprise –  Single users, for example, can use IncaMail on an  
IncaMail allows you and your employees to commu- individual payment basis for occasional sending or 
nicate simply and absolutely securely. On our website with an annual subscription for regular use. We offer 
www.post.ch/incamail, you will find the product and companies transaction-based volume pricing or simple  
configuration that best meets the individual require- flat rates per employee. Decide for yourself how you
ments of your industry and your company. would like to use IncaMail. We would also be happy 

to prepare an individual offer for you. 
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The Swiss Post 
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